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Background and Objectives: Vehicular Ad-Hoc Networks can enhance road
safety and enable drivers to avoid different threats. Safety applications,
mobile commerce, and other information services are among different
available services that are affected by dynamic topology, vehicle’s speed and
node misbehaving. Dynamic topology makes the route unstable and
unreliable. So, improving the throughput and performance of VANET through
reliable and stable routes with low overhead are among the important goals
in this context.

Methods: Verifying all issues related to the reliable routing, different
effective internal, external and environmental factors on route reliability are
led to a new security framework in this paper. Black-hole attack and its
effects, as the most well-known attack in wireless networks, along with
presenting a secure routing protocol are other achievements of this paper.
The proposed protocol uses a trust management system to detect and
neutralize this type of attack.

Results: Simulation results show that the presented trust-based framework
can increase the reliability of the networks by decreasing the effect of the
malicious nodes in the routing process.

Conclusion: Our simulation results show that the proposed protocol can
overcome the effects of black-hole attackers and it can increase throughput
by 93% and packet received rate by 94.14% compared to the original AODV.
Investigating the effect of the other attacks, simulating in an urban area with
repetitive communications and considering the RSU in verifying the
trustworthiness of entities are suggested for our future works.

Introduction

The Vehicular Ad-Hoc Network (VANET) is a subset of

introduced in VANET include safety, non-safety, and
entertainment. The main purpose of the safety

Mobile Ad-hoc Networks (MANETs) which plays an
important role in improving the safety of the network. A
vehicle moves and communicates with others in a range
of 100 to 300 meters [1]. Vehicle-to-vehicle (V2V) and
vehicle-to-Infrastructure (V2I) are two types of these
communications. Exchanging safety messages can lead
to traffic decrease and reliability increase [2]. So, the
main aim of VANET is to use safety and non-safety
messages to make driving safer and reduce traffic and
accidents. Several different applications that are
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applications is the safety of vehicles and passengers,
whereas non-safety applications improve the efficiency
of VANET. Entertainment applications also include web
access and file sharing [3].

VANET is a good context for an attacker to challenge
the network with its malicious attacks. In addition, one
must ensure that all data sent cannot be injected or
changed by users who are malicious [4]. Malicious nodes
can use network infrastructure to produce false
messages and change or abuse them even in the routing
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process [5]. Attached information to a packet can make
easy the identification process of a vehicle by a malicious
node. Securing VANET protocols can resist vehicles
against any type of attack. Protocol design and securing
private data for drivers is hard and essential work in
VANET [6]. In designing a routing protocol, one should
look at the temporary network fragmentation and a
broadcast storm problem. The main challenge in
designing routing protocols is to provide low
communication delay, overhead, and complexity [7].

Secure routing protocols focus on providing
authentication and path validity. They do not completely
address communication  securing nor  prevent
eavesdropping or data modifying. Hosts must still utilize
end-to-end cryptography to protect themselves from
these attacks. Secure routing cannot detect or prevent
packet loss due to attacks [8].

To reduce the effect of attackers, we propose a
detection technique that helps to isolate the malicious
nodes from a network by using a trust management
system. If a node has an unacceptable trust value, other
nodes punish it by isolating and it is also forced to
behave well. Our contributions to this paper are:

1- Classifying all types of routing attacks and attackers
in VANET.

2- Proposing a new framework for secure routing in
order to deal with black-hole attacks.

3- Proposing a detection technique that helps to
determine and isolate malicious nodes using a trust
management system. The proposed system can increase
reliability by improving the probability of timely and
correct delivery of a safety message. Section 2, we
present basic security requirements in VANET. Section 3
classifies all possible attacks and attackers in routing
phase of safety message delivery. A new framework for
secure routing in VANET is presented in Section 4.
Simulation results are discussed in Section 5. At the end,
we conclude our paper with the analysis of simulation
results and some suggestions for future works in Section
6.

VANET Structure and its Requirements

Exchanging messages between vehicles is done
through a Dedicated Short-Range Communication (DSRC)
in 5.9 GHz band with 75 MHz channels and IEEE 802.11p
technology. It can create simultaneous communications
between Road Side Units (RSUs) and vehicles.

Vehicle to vehicle communication allows vehicles to
connect with each other over a multi-hop path. A stable
connection between vehicles and RSUs can reduce the
effect of routing attackers in VANET [9]. So, the main
challenge in VANET’s routing is to eliminate the
disruptive effect of routing attackers. Unknown vehicle
addressing is also amongst the main problems having
stable communication [10].
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Vehicles may establish connections with other
vehicles or RSUs to collect traffic information [11]. In
RSU to RSU communications, some information for
better efficiency will be exchanged. This type of
communication plays a vital role in both V2V and V2R
communications.

It can authenticate the validity of vehicles [12]. To
reach a secure connection in VANET, some security
points are required. Table 1 shows the most important
cases.

Table 1: Vanet Requirements

Name Description

Messages should not be encrypted for
anybody like safety and traffic.
Confidentiality is used when some
nodes want to communicate as a single
group and the members of the group

are able to decrypt messages [10].

Confidentiality

Authentication process ensures each
message to verify its origin and
maintain it from malicious nodes.
Integrity ensures that data cannot be
changed or altered by an unauthorized
host. Therefore, the contents of the
message are reliable [11].

Authentication
and integrity

It guarantees communication between
vehicles and distant nodes in bad

Availability conditions. That makes the network
available to all users [10].
To realize privacy use, temporary and
Privacy and anonymous keys are constantly
anonymity changing and each key is used once to
maintain the privacy of drivers [12].
It locates the sent node accurately to
Location avoid the false information that is
accuracy provided by the enemy about its

location to mislead others [4].

Vehicular access to services that
provided by the infrastructure or
remote nodes [13].

Access control

Attack and Attackers Classification

VANET applications suffer from various attacks that
affect system reliability. In a wireless network, every
attacker can easily access exchanged information. In
order to investigate the relationship between reliability
and security, we name and classify some effective
attacks in VANET. By discovering the attacker’s goals, we
divide attacks into two categories: attacks that change or
create critical messages.

In Masquerading (impersonation) attack, an attacker
can use a fake identity and pretend as another vehicle.
The goal of these attackers is to do any legal or malicious
activity such as fabricating, changing and replaying a
message. Thus, successful implementation of this attack



is difficult due to the integrity capability of secure
systems. The risk of this attack is minor [4]. In replay, an
attacker tries to use a malicious or an unauthorized
identity to impersonate a legal user or RSU. The main
aim of this attack is to consume bandwidth. VANET
architecture usually can't prevent this kind of attack. So,
it can be considered as a major attack [14].

In some privacy attacks such as Information
Disclosure (ID) attack, the attacker gets some node’s
sensitive information illegally. In this attack, the
malicious nodes act to monitor the target nodes and
send some fake messages to neighbors to collect the
required data. Identity and location are amongst some
stolen information [15].

In Global Positioning System (GPS) spoofing attack, an
attacker can produce GPS false data by generating
stronger signals than the original GPS. Thus, the attacker
makes the nodes to believe that it is in another GPS
signal collisions. The risk of this attack is critical [16].
Sometimes, malicious nodes try to produce fake safety
messages. They compel other nodes to change their
physical path or default route in the routing table. This
type of attack is named as Sybil attack.

Detecting Sybil attacks is a critical security problem in
VANET [17].

Man In The Middle (MITM) attacks as another minor
attack affect the VANET by listening to the
communications between two or more unknown
vehicles in the network [15].

The aim of this attack is to eavesdrop on
communications and use the obtained information
and/or inject false information [18]. The attackers may
send false information about the geographical location in
the beacon messages [19]. This type of attack is also a
critical threat in VANET [20].

Tracking vehicles and determining their location can
lead to theft or building a profile of the user in the
location tracking attack. It impress user privacy and has a
major impact on VANET reliability [21]. On the other
hand, some attackers inject false messages into the
network to cause a dangerous problem in tampering
attacks. In this attack, hiding safety messages may lead
to an accident. In Denial of Service (DoS) attack, fake
messages are injected into the network in order to
prevent users from accessing network resources [22].

In a malware attack, attacker inserts some malware
into VANET, which causes dangerous disruption. These
programs enter into the networks when the OBUs (On
Board Units) and RSUs receive periodic software and
firmware updates. This attack is a high-risk one.
Spamming attackers broadcast spam messages into the
network. They can increase delivery message delay and
decrease the QOS.

A New Framework for Secure Routing in VANET

Attackers in the black hole attack creates a region in
which no vehicle can propagate the message. A
malicious node pretends to have a direct path to a
destination node. As a result, they are able to intercept
packets or keep them without forwarding and causes
data loss. This attack is considered as a critical one [16].

A new classification of famous VANET’s attacker is
presented in Table 2 according to their extent and
strength.

First level attackers have a higher density than the
second level. These attackers are active and carry out
different types of attacks on the infrastructure, i.e.,
vehicle to vehicle (V2V) and vehicle to infrastructure
(V2l) at the same time. The purpose of these attackers is
to make a disturbance in the normal operation of the
network without achieving any personal
benefits [23], [24]. The main purpose of the second level
attackers is to achieve their personal benefits.

Using reference [22], another classification of
attackers is presented in Table 3. In general, attackers try
to change the contents of the message or create fake
messages and use them for their own benefits.
Additionally, the level of their affection is determined as
high (serious consequences to users or network),
medium  (short-term outages) and low (minor
consequences to users or network). Attacks are also
classified into critical, major or minor depending on the
probability of their appearance and their impact on the
user or the network.

A New Framework for Secure Routing in VANET

Securing VANET is a very difficult task, because of its
dynamic nature and a high volume of message overhead.
But, routing protocols need to find the safest path
between two nodes. It may need to produce and
exchange some control messages.

They establish vital routes, discover instant
alternative routes in case of the path loss and make
some decision about packet dissemination and
forwarding [25], [26]. Designing the routing protocol,
one should look at the network fragmentation and
broadcast storm problems [7].

Secure routing protocols provide origin
authentication and validity of the path. Therefore,
secure routing does not directly address secure
communication and it can’t prevent attackers from
eavesdropping, modifying data traffic or packet loss due
to attacks. Hosts must still use end-to-end cryptography
to defend against these attacks [27]. The main standard
of successful routing in VANET is to take the shortest and
reliable path considering some other environmental
parameters such as weather condition, interesting roads
and the least expensive route [28].
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Table 2: Types of Attackers

Name Description

o Insider: Authorized members who do the
malicious activity to disturb the network
by changing the certificate keys. These
attackers have a stronger impact than
others because the attacker from inside is
the right person to do the wrong work.

e Malicious: They have no personal gain but

First their goal is to confound the other

level vehicles by sending wrong information or
attacker changing the information related to the
safety applications.

Active: Attackers who generate packets
and send it to other vehicles as well as to
the infrastructure or generate signals and
send it to disturb the main frequency
band.

e Extended: They facilitate extending and
spreading attacks across the network.

e Outsiders: They try to enter the network
either by identity theft or various attacks.
They want to misuse network protocols.

e Rational: Attackers who seek to achieve
their own interest. For example, they send
wrong data about the road and change
traffic data to clear the road for their

Second benefit.

level e Passive: The attacker feels the network

attacker through eavesdropping on the wireless
channel between the vehicles and
infrastructure of the network. They
consider the violation of the privacy of
users on the road.

e Local: Those who are restricted in the
scope.

Therefore, the general objective of secure routing
protocols is to protect routing messages from attackers
who try to modify these messages or inject false routing
messages. On the other hand, the safety and
authenticity of routing messages must be ensured.
Confidentiality may be insured easily, for example by
encryption. It may lead to an overhead increase. As a
result, the process of establishing a route must be quick.
In the case of building many security mechanisms, the
efficiency of the routing protocol may be sacrificed.
Therefore, it is important to have a trade-off between
security and efficiency [25].

At first, we address some important secure routing
protocols: Authenticated Routing for Ad-hoc Networks
(ARAN) [8], Secure Efficient Ad-hoc Distance Vector
(SEAD) [29], A Secure On-Demand Ad-hoc Network
Routing Protocol (ARIADNE) [25], Secure Message
Transmission (SMT) [30], Secure Ad-hoc On-Demand
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Distance Vector (SAODV) [31].

The ARAN protocol is considered as an on-demand
secure routing protocol (AODV). ARAN provides
authentication of route discovery and message
integrity [8]. The main goal of ARAN is to detect
misbehaviors and protect the network against their
actions. This protocol delegate authentication,
integration and repudiation management to security
policies [25].

SEAD is a proactive secure routing protocol that
protects the network from uncoordinated attackers
which may send incorrect routing messages to other
nodes. SEAD depends on the Destination-Sequenced
Distance-Vector (DSDV) and uses hop-by-hop security
mechanisms. It periodically exchanges the routing
information by other nodes. In this way, every node
constantly knows the current route for all
destinations [29]. SMT is a secure protocol for end-to-

end data transmission and guarantees a stable
connection in a network with dynamic topology.
Secure on-demand Ad-hoc network (ARIADNE)

routing protocol is based on dynamic source routing
(DSR) that wuses a highly efficient symmetric
cryptography [25]. Security in ARIADNE follows an end-
to-end approach. ARIADNE supposes the presence of a
common secret key between nodes and utilizes the
message authentication code (MAC) for authenticating
messages between nodes [32].

SAQDV is a security extension of the AODV protocol,
based on public key cryptography. SAODV routing
messages are encrypted by a digital signature to ensure
their integrity. The security features provided by SAODV
include integrity, authentication, and
repudiation [33].

So, the proposed framework for secure routing in
VANET considers all types of attacks and attackers in
order to decrease the effectiveness of their misbehaviors
on the reliability of VANET. This framework is presented
in Fig. 1.

Wireless access in vehicular environments (WAVE)
includes two IEEE 802.11p and IEEE 1609 family
protocols. IEEE 802.11p involves WAVE and functions
primarily at the PHY and MAC layers. IEEE 1609.1 defines
some services and interfaces of WAVE for resource
manager application.

IEEE 1609.2, a security service, ensures the security of
messages exchanged in WAVE. It aims to achieve
authentication, data verification, non-repudiation, and
privacy protection against eavesdropping, spoofing,
alteration, and replay. IEEE 1609.3 specifies the
operation of addressing and routing services in network
and transport layers in order to secure data exchange.
IEEE 1609.4 is an enhancement to the 802.11 WAVE
support [34].

non-



Table 3: Attacks Analysis

A New Framework for Secure Routing in VANET

N . Impact
Communication Classes of Threat Security Type of P .
Type of attacks . of Risk
type attack level requirement attacker
attacks
Data Link, .
Masquerading Netwolrk Less Authentication Insider,
& V2V ’ . . Malicious, High Minor
. Transport, medium  Integrity .
Impersonation . Active, Local
Application
Data Link, L .
Nthvol:k Less Authentication Insider,
Replay attack V2I ! . Non- Malicious, High Minor
Transport, medium . .
o repudiation Active, Local
Application
Insid
ID disclosure V2v Authentication nS|‘ en . .
Network Less-low ) Rational, High Major
attack V2I Privacy .
Active, Local
Less- Outsider,
GPS spoofing V2l Application medium Authentication  Malicious, High Critical
Active, Local
Data Link, Insider
V2v Network, Less- . S . .
Sybil attack . Authentication  Malicious, High Major
V2l Transport, medium .
. Active, Local
Application
Confidentialit
Physical , Data ontl er} |a‘| ¥ .
. Authentication Insider,
Link, Network, . . .
MITM attack V2v Low Non- Rational, High Major
Transport, N .
o repudiation Active, Local
Application .
Integrity
Injecti f Insid
njection o V2v L . Authentication nS|. e . .
false Application Medium I Rational, High Major
. . V2I Availability )
information Active, Local
Outsider,
Location Vv2v !
¢ ,I Application Less-low  Privacy Malicious, High Critical
tracking V2l X
Passive, Local
Insider,
Broadcast Vv2v !
adee Application High Availability Malicious, High Minor
tampering V2l .
Active, Local
Physical ,Data .
V2v Lin\l/< I:\letwirk Insider,
DoS attack ! " High Availability Malicious, Medium  Major
V2l Transport, .
o Active, Local
Application
Insid
Availability l\r/]lzlli;:),us
Malware V2I Application High Confidentiality Active ! High Critical
Integrit ’
ntegrity Extended
Insider,
. L . I Malicious, .
Spamming V2I Application High Availability . Low Minor
Active,
Extended
Insider
Black hole ’
attack V2v Network High Availability Malicious, High Critical

Passive, Local
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Whereas mobility management is used to gives the
best connectivity for mobile nodes in the ad-hoc
networks [35]. Another solution for increasing reliability
in VANET according to calculation of vehicle’s
transmission range and keeping communication is
presented in [36].

The secure, routing module is responsible for some
mechanisms against misbehaviors in the routing process.
It should identify a specific attack and neutralize its
effects. Since the black-hole attack is an annoying attack
in VANET, we propose a new secure routing protocol to
overcome the effect of this attack.

It affects mainly on AODV protocol because it doesn’t
contain any security mechanisms to ensure that the
packets have reached the destination. Attackers can
advertise themselves as a relay node to all destinations.

They may deceive others to transmit their packets to
them to cause damage to them.

The proposed detection technique helps normal
nodes to isolate the malicious nodes from others using a
trust management system. The proposed algorithm is
presented in Fig. 2.

The trust value of nodes changes in two phases. In the
first phase, each node broadcasts an RREQ message to
others. Regarding the behaviors of nodes in forwarding
messages, their trust values may change by the
sender. In the second phase, after updating trust values,
packets will be sent to other nodes from the path with
the highest trust values. This process can repeat on
demand.

Initially, each node broadcasts a HELLO message to
evaluate the honesty of its neighbors forwarding the
message. When the source node wants to send a safety
message to a destination, it will specify the established
route and broadcast RREQ message in a narrow direction
according to destination node location.

OSI Layers Data Pl Some Example
ayers ata an _"'}_‘)"Btg::z":‘s Attacks
Application Resource HTTP DoS
Manager MITM
A g | Nou Safety || (EEE 1609.1) S:gp Replay
PP o | Application Renudiation
DoS
TCP MITM
Transport uUDP Replay
- Masquerade
= VRN . . .
g (IEEE 1609.3) P DoS
=) MITM
AODV i
% Network st Replay Secu.nty
= i Black hole it
Secure DSDV (IEEE
2 Routing Wormhole
= Modale | |————---- 1609.2)
=) LLC
= (IEEE 1609.3)
Channel MDI(')I'?\/I
Data Link Coordinate Replay
(IEEE 1609.4)
DSRC MAC
(IEEE 802.11p) | .
LAN DOS
DSRC PHY MITM
Physical (IEEE 802.11p) Message Tampering
Eavesdropping

Fig. 1: Proposed framework for secure routing.

The intermediate node that receiving RREQ will verify
the request whether it is a destination or not. If it is a
destination node, it replies with an RREP message,
otherwise, the RREQ packet will be forwarded to other
neighbor nodes and so on.
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After obtaining a trust stamp by intermediate nodes,
they can send packets to the destination. Nodes that
couldn't get the trust stamp will be listed in the blacklist,
which will not use in message forwarding for a period of
the time.



Simulation Results

In order to evaluate the proposed secure routing
protocol, some simulations are conducted in NS-3.28.
The performance results are analyzed based on
throughput and packet receiving rate.

BEGIN
Step 0: Allocate a primary trust value to each node in range
[0..1]
Step 1: Source node sends RREQ to all its neighbours.
Step 2: Intermediate nodes forward RREQ to destination
address.
Step 3: Intermediate nodes sends RREP message to source
node.
Step 4: If there exist any direct path to destination:
Send your packet immediately to it.
Else,
We have some path with different trust
values (some of them contain malicious
nodes) go to STEP 7.

Step 5: Rout from source to destination established.

Step 6: Source node stores next hop.

Step 7: Check trust value of nodes in old and new paths.
If ((oldPathAvgTrustValue < Threshold) &&
(newPathAvgTrustValue >= Threshold))

Discard the old path and go to Step 5.
Else if ((oldPathAvgTrustValue < Threshold) &&
(newPathAvgTrustValue < Threshold))
Choose a path with the highest trust values and go to
Step5.

Fig. 2: Suggested algorithm for preventing black hole attack
using a trust management system.

Legal message Normal Vehicle

=,

Dropped message Malicious Vehicle

A New Framework for Secure Routing in VANET

The total simulation time is 100 seconds for 100
nodes with 10%, 20%, 30%, and 40% black-hole
attack.

We evaluate our proposed protocol by considering two
different scenarios: Routing with and without a trust
management system. In both scenarios, 100 moving
nodes with a constant speed of the 20 meters per
second with 10%, 20%, 30%, and 40% malicious (with
black-hole attack) in a simulation area with 1500 x 1500
meters are considered.

Scenario 1: The first simulation scenario is built to
measure the network performance in the presence of a
black-hole attack. These malicious nodes are placed on
the network between the sender and the receiver. This
malicious nodes drop all routing packets.

Scenario 2: Our goal is to show the effect of using a trust
management system on securing the routing protocol
and increasing the reliability. Random mobility is
selected with an average speed of 20 meters per second.

Sending data rates is 11 Mbps with a transmitting
power of 7.5dB. In this scenario, 10% of the nodes are
malicious.

Vehicles broadcast 400-byte packets at a rate of 50
times per second. In addition, each vehicle has a
maximal transmission range set to 500m. Fig. 3 shows
the default scenario.

Drop all messages

Fig. 3: Default scenario for Highway.

The simulation parameter’s values are introduced in
Table 4. The measured throughput is presented in Fig. 4
as kbps. Results are compared to AODV in the existence

of the malicious nodes. The vertical axis shows the
percentage of malicious nodes and the horizontal one is
throughput.
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For the proposed protocol, the average throughput
has higher performance because it can decrease delay
and minimize the number of hops in the selected path.
Throughput will decrease a little in the case of 20%, but
this does not affect the performance of the proposed

protocol.

Table 4: Simulation Parameters

parameter value

simulator ns-3 (var. 3.28)
number of nodes 100

malicious nodes 10%, 20%, 30%, 40%
simulation time 100 sec

simulation area 1500 x 1500 meter
wave packet size 400 bytes

sent data rate
mobility model
routing protocol

2048 bps (2.048 kbps)
random way point mobility model
myaodv routing

node speed 20 m/s (70 km/h)
pause time 0 sec ( no pause time)
transmit power 7.5

propagation

model two ray

frequency 5.9 ghz

mac protocol ieee 802.11p
transmission 500 m

range

Average throughput vs. different
0 (I)nisbeaving treatments

5

2 0_/‘___‘ ——Our

¥ 200 Protocol
S =

s Qo

E’ g 100 AODV

o Malicious
g 0 T T T 1

<

10% 20% 30% 40%

Percentage of Malicious

Fig. 4: Average Throughput in proposed protocol.

Throughput in AODV decreases in the presence of
malicious nodes because we lose some routing packets
retransmits them. The receiving packet rate is shown in
Fig. 5.

The proposed protocol provides higher receiving rates
than AODV because packets are transmitted on reliable
paths.

In AODV with malicious nodes, some routing packets
will be ignored in the selected path and delay will
increase.

Due to this delay, packets form a queue at nodes
which may lead to node failure and packet loss. Thus,
the proposed protocol has a better packet receive rate
than AODV with the presence of a malicious node.
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Percentage of Receive rate vs. Malicious

100
EE 80 ’H/‘—‘ o—Our

5 60 Protocol
.g 40

g 20 AODV

€ 9 . - - - Malicious

10% 20% 30% 40%
Percentage of Malicious

Fig. 5: Average receive rate in proposed protocol.

Conclusions

Today, VANETs are used in various countries to
increase the road safety. Ensuring the security and
accuracy of exchanged packets are among the main
necessity of VANET.

Securing a route in VANET in order to increase the
reliability of that is amongst the main challenging
subjects. So, in this paper, a new protocol for routing
and identifying various misbehaviors is proposed based
on this framework.

The proposed routing protocol isolates malicious
nodes from the network by using a trust management
system. Having investigated AODV with a black-hole
attack, it was observed that the network throughput and
packet receive rate decreased significantly in the
presence of attackers. The black-hole attack affects the
entire  VANET connectivity. It decreases the packet
receiving rate.

Our simulation results show that the proposed
protocol can overcome the effects of black-hole
attackers and it can increase throughput by 93% and
packet received rate by 94.14% compared to the original
AODV.

Investigating the effect of the other attacks,
simulating in an urban area with repetitive
communications and considering the RSU in verifying the
trustworthiness of entities are suggested for our future
works.
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Abbreviations

VANET Vehicular Ad-Hoc Networks

MANET Mobile Ad-Hoc Networks

V2v Vehicle-to-Vehicle

V2l Vehicle-to-Infrastructure

DSRC Dedicated Short-Range
Communication

RSU Road Side Units

ID Information Disclosure

GPS Global Positioning System

MITM Man In The Middle

OBU On Board Unit

DSDV Destination-Sequenced Distance-
Vector
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