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1 Introduction

Secure communication among multiple parties has become a cornerstone of modern
distributed systems, ranging from collaborative applications and sensor networks to large-scale
cloud infrastructures. In such environments, the establishment of a common cryptographic
key is essential to ensure confidentiality, integrity, and authenticity of group communication.
Key establishment protocols are methods that generate a shared secret key among users,
enabling them to employ it in subsequent applications within various cryptographic schemes.

Two principal paradigms have been studied in the literature of key establishment: 1)group
key agreement, where all participants jointly contribute to the generation of the shared key,
and 2) group key distribution, where a trusted entity derives and disseminates the key to
the group. Agreement protocols emphasize fairness and contributory properties, ensuring
that no single party dictates the key, while distribution protocols often achieve efficiency and
centralized control at the cost of stronger trust assumptions.

The first two-party key agreement protocol was introduced in 1976 by Diffie and Hellman,
based on the discrete logarithm problem [1]. In 2000, Joux proposed the first three-party key
agreement protocol based on bilinear pairing [2] enabling participants to establish a shared key
in a single round of communication. Both of these protocols, however, are vulnerable to man-
in-the-middle attacks. To address this issue, authentication mechanisms were incorporated
into key agreement protocols, ensuring that each participant can be confident of establishing a
shared key only with legitimate parties [3–5].

To apply key agreement protocols to a group of users, multiple executions are required [11].
Clearly, as the number of group members increases, the number of communication rounds
also grows. Consequently, employing these protocols for group key agreement leads to higher
communication overhead, increased cost, and longer execution time. In 1982, Ingemarsson et al.
proposed the first group key agreement protocol with reduced communication complexity [6].
According to the literature, a few approaches are used to extend the Diffie-Hellman key
agreement protocol to group settings. One approach is the use of binary trees [7–9]. This
method significantly improves the communication efficiency of the resulting protocols. Another
approach places all group members in a logical ring, where each participant communicates
only with the two immediate neighbors. This technique has been widely studied for extending
Diffie-Hellman into group key agreement protocols, yielding highly efficient schemes that
require only a limited number of communication rounds (two or three) [10, 12].

Secret sharing is another tool employed in the design of group key agreement (and
distribution) protocols. In a secret sharing scheme, a secret is shared among a set of
participants such that only certain subsets, called authorized subsets, can reconstruct the
secret using their shares. Unauthorized subsets must not gain any information about the
shared secret. The collection of all authorized subsets is referred to as the access structure of
the scheme. Shamir [13] and Blakley [14] independently introduced the first secret sharing
schemes. In these schemes, a secret is shared among n participants such that any t < n
of them can reconstruct the secret. The access structure of these schemes is known as a
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threshold access structure. Following Shamir and Blakley, numerous secret sharing schemes
have been proposed, either by adding new features or by supporting more general access
structures [15–17].

In 1989, Laih introduced the first group key distribution protocol based on threshold secret
sharing [18]. In this protocol, each participant first registers in a conference and shares a secret
with the chairperson. The chairperson then selects a random key and uses secret sharing to
distribute shares of the chosen key among the members. Other studies have adopted similar
approaches to enable confidential broadcast of messages to multiple group members [19–21].

In 2014, Harn and Lin proposed an authenticated group key agreement protocol using
secret sharing [22]. Later, in 2017, Harn and Hsu employed a similar idea to design a group
key distribution protocol [23]. These protocols rely on Shamir’s (n,n) threshold secret sharing
scheme (where n is the number of group members) to extend the Diffie-Hellman protocol into
group key agreement and distribution settings.

In [26], the authors used a secret sharing schemes over elliptic curve groups to propose
more efficient group key agreement protocols. In [27], the authors used secret sharing
alongside elliptic curves and Schonorr’s signature to propose new authenticated key agreement
protocols. Beyond classical Shamir threshold schemes, more recent protocols combine
bivariate polynomial secret sharing with modern signature schemes. For instance, Cai et al.
design a group authenticated key agreement using bivariate polynomial-based secret sharing
alongside BLS multi-signatures [24]. Also, in distributed key generation (DKG) settings, recent
optimizations reduce the cost and trust assumptions: e.g., an SM9-based DKG scheme using
verifiable secret sharing has been proposed to eliminate reliance on a central dealer [25].

The objective of this paper is to improve the efficiency of the group key agreement and
distribution protocols proposed by Harn and Lin [22], and Harn and Hsu [23]. To this end, we
employ secret sharing techniques and specifically utilize Shamir’s (2,2) threshold scheme to
design enhanced group key agreement and distribution protocols that outperform previous
constructions. The presented protocols are secure and remain uncompromised even if certain
components of a share corresponding to the secret are exposed. With the proposed protocols,
the number of group members no longer poses a limitation. Whereas in the protocols of [22]
and [23] participants were required to construct and recover a polynomial of degree n to derive
the common key, our protocols reduce the degree of this polynomial to one, thereby achieving
a significant reduction in computational effort.

The rest of this paper is organized as follows. In Section 2 the preliminaries of the paper
are covered. Then, Section 3 reviews the group key agreement protocol proposed by Harn and
Lin [22] and the group key distribution protocol proposed by Harn and Hsu [23]. In Section 4,
we propose our improved group key establishment protocols. Sections 5 and 6 are dedicated
to security and performance analysis of our proposed protocols, respectively. Finally, Section 7
concludes the paper.
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2 Preliminaries

In this section, preliminaries needed in the paper including the Lagrange interpolation
procedure and the decisional Diffie-Hellman problem which the security of the proposed
protocols relies on its hardness assumption are described.

2.1 Lagrange Interpolation

Lagrange interpolation is a fundamental method for reconstructing a polynomial given a
sufficient number of distinct points. For a set of k distinct points {(x1,y1), (x2,y2), · · · , (xk,yk)},
where yi = f (xi) for some polynomial f (x) of degree at most k − 1, the polynomial can be
uniquely reconstructed as:

f (x) =
k

∑
i=1

yi · Li(x),

where Li(x) is the Lagrange basis polynomial, defined as:

Li(x) =
k

∏
j=1
j ̸=i

x − xj

xi − xj
.

The constant term f (0), which is often used to represent a shared secret in cryptographic
schemes like Shamir’s secret sharing, can be computed directly by:

f (0) =
k

∑
i=1

yi ·
k

∏
j=1
j ̸=i

−xj

xi − xj
.

2.2 The Decisional Diffie-Hellman (DDH) Problem

The security of one of our proposed protocols is based on the hardness of the Decisional
Diffie-Hellman (DDH) problem. Let G be a cyclic group of prime order q with generator g.

• DDH Assumption: Consider the following two distributions:

– R = (g, ga, gb, gc), where a,b, c ∈R Zq are chosen independently and uniformly at
random.

– D = (g, ga, gb, gab), where a,b ∈R Zq are chosen independently and uniformly at
random.

The DDH assumption states that for any probabilistic polynomial-time algorithm A,
the advantage AdvDDH

G (A) in distinguishing between the distributions R and D is
negligible. That is,

|Pr[A(D) = 1]− Pr[A(R) = 1]| ≤ negl(λ),

where negl(λ) is a negligible function in the security parameter λ.
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3 Review of two Related Works

In this section, we briefly review the group key agreement protocol proposed by Harn and
Lin [22] and the group key distribution protocol proposed by Harn and Hsu [23].

3.1 Harn and Lin’s Group Key Agreement Protocol

Assume that n users, U1, . . . ,Un, wish to establish a shared key among themselves. Let p
and q be large prime numbers such that q | (p − 1), and let g be a generator of Zq. The details
of the protocol proposed by Harn and Lin [22], which consists of three phases, are as followsa:

Phase 1: In this phase, each user Ui first selects a random value xi ∈R Zq, computes ri = gxi

mod p, and publishes this value as their public value.
Phase 2: In this phase, each user Ui, for every other user Uj, uses the public value rj of

Uj and applies the two-party Diffie-Hellman key agreement protocol to compute the shared

secret si,j = rxi
j mod p. Then, user Ui computes ki =

n
∏
j=1

si,j mod p. Lagrange interpolation is

applied to the points {(0,ki), (r1, si,1), . . . , (ri−1, si,i−1), (ri+1, si,i+1), . . . , (rn, si,n)} to calculate the
polynomial of degree n, fi(x). The values fi(k) for k = 1, . . . ,n − 1 are then published publicly.

Phase 3: In this phase, each user Uj, for i = 1, . . . ,n( ̸= j), applies Lagrange interpolation
on the n points {(1, fi(1)), . . . , (n − 1, fi(n − 1)), (rj, si,j)} to compute the polynomial fi(.), and
sets the value of ki to the constant value extracted from the polynomial. Finally, the group
shared key K is computed as:

K =
n

∏
i=1

ki mod p.

3.2 Harn and Hsu’s Group Key Distribution Protocol

Suppose that n users U1, · · · ,Un wish to establish a shared group key. Let p and q be large
prime numbers such that q | (p − 1), and let g be a generator of Zq. The public key of user
Ui is yi = gxi modp, where xi ∈ Zq is the private key of user Ui. The details of the protocol
proposed by Harn and Hsu, consisting of an encryption phase and a decryption phase, are
described below.

Encryption phase:
Step 1: The initiator or trusted party, who can be one of the group members, selects a

one-time random secret s ∈ Zq, and computes r = gs mod p.
Step 2: Using the public keys of all group members {yi | i = 1, · · · ,n}, the initiator with

private key xs computes the one-time shared key for each user as:

ki =
(

y xs+s
i mod p

)
mod q, (i = 1, · · · ,n).

Step 3: The initiator constructs a polynomial f (x) of degree n over the set of n + 1 points

{(0,K), (IDi,ki) | i = 1, · · · ,n},

a For simplicity, the protocol without authentication is considered here.
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where IDi is the public identifier of user Ui and K is the secret group key which would be
transmitted by the initiator. Using Lagrange interpolation, the polynomial is given by:

f (x) = K
n

∏
j=1

x − IDj

−IDj
+

n

∑
i=1

ki
x

IDi

n

∏
j=1
j ̸=i

x − IDj

IDi − IDj
mod q.

Step 4: The initiator computes n public values { f (i) | i = 1, · · · ,n} such that i ̸= IDi, and
evaluates h(TS∥K), where TS is a timestamp and h(·) is a one-way hash function. The initiator
then broadcasts the following to all group members:

{r, TS, h(TS∥K), (i, f (i)) | i = 1, · · · ,n}.

Decryption phase:
Step 1: Each member Ui uses the private key xi to compute ki = ((ys · r)xi mod p) mod q

where ys is the public key of the initiator.
Step 2: Given the private value ki and the n public values { f (i) | i = 1, · · · ,n}, each user Ui

reconstructs the group secret K′ using:

ki

n

∏
j=1

−j
IDi − j

+
n

∑
j=1

f (j)
−IDi

j − IDi

n

∏
v=1
v ̸=j

−v
j − v

mod q = K′.

Step 3: Each user Ui verifies the timestamp TS and checks whether

h(TS∥K′) =? h(TS∥K).

If the equality holds, the group key K is authenticated and can be used for secure group
communication.

4 The Proposed Improved Protocols

The protocols reviewed in the previous section employ secret sharing methods to provide
group key agreement and group key distribution. However, these protocols do not optimally
utilize secret sharing techniques. In this section, by employing secret sharing methods more
efficiently, we propose new protocols for group key agreement and distribution that achieve
substantially higher efficiency.

4.1 The Proposed Authenticated Group Key Agreement Protocol

Assume that there are n users U1, · · · ,Un who wish to create a shared key among themselves.
Let p and q be two large prime numbers such that q|(p − 1), and g be a generator of a group of
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order q in the subset Zp. Assume that each user in the system has a pair of long-term private
and public keys (xi,yi) where yi = gxi (mod p). Given these assumptions, the details of our
improved authenticated group key agreement protocol, which consists of four phases, are as
follows:

• Phase 1: In this phase, Each user Ui

– Chooses a random value di ∈R Zq, computes ri = gdi (mod p), and publishes it as
his/her temporary public value.

• Phase 2: In this phase, each user Ui

– For each user Uj, uses the public value yj and applies the Diffie-Hellman two-party
key agreement protocol to compute the shared secret si,j = (yjrj)

di+xi (mod p).

– Computes the sum ki =
n
∑

j=1( ̸=i)
si,j (mod p).

– Chooses a random value ai ∈R Zq and constructs a degree-one polynomial fi(x) =
ki + aix (mod q).

– Chooses a random value bi ∈ Zq and computes fi(bi).

– Computes the values fi(si,1), · · · , fi(si,n).

– Publishes the set of values {bi, fi(bi), fi(si,1), · · · , fi(si,n)}.

• Phase 3: In this phase, each user Uj

– For i = 1, · · · ,n( ̸= j), uses the shared secret sj,i(= si,j), which is computed as
sj,i = (yiri)

dj+xj (mod p), and the values fi(sj,i), bi, and fi(bi) to reconstruct the
degree-one polynomial fi(.) using the two points (sj,i, fi(sj,i)) and (bi, fi(bi)), and
then computes ki.

– Computes the shared key K =
n
∑

i=1
ki (mod p).

• Phase 4: In this phase, each user Ui

– Computes and publishes their key confirmation ci = h(K′
i ,Ui,ri), where K′

i =
n
∑

i=1
k j (mod p).

– After receiving the key confirmations from all users, computes h(K′
i ,Uj,rj) = c′j for

j = 1,2, · · · ,n ̸= i, and checks if c′j =
? cj holds. If the relation holds for all j, the

group key K = K′ is confirmed. Otherwise, the protocol must be run again.
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4.2 The Proposed Group Key Distribution Protocol

Suppose that there are n users U1, · · · ,Un who wish to establish a shared key among
themselves. Let p and q be two large prime numbers such that q|(p − 1), and g be a generator
of a group of order q in the subset Zp. Assume that each user in the system has a pair of
long-term private and public keys (xi,yi) where yi = gxi (mod p). Given these assumptions,
the details of the improved secret sharing-based group key distribution protocol, which
consists of two phases (i.e., encryption and decryption), are as follows:
4.2.1 Encryption phase:

• Step 1: The initiator or trusted party (who may be one of the group members) selects a
random one-time value s ∈ Zq, and computes r = gs (mod p).

• Step 2: After receiving the public values of all group members, i.e. {yi, i = 1, · · · ,n}, the
initiator computes the shared one-time keys ki = {yxs+s

i (mod p)} (mod q), i = 1,2, · · · ,n,
where xs is the private key of initiator.

• Step 3: The initiator chooses a random value a ∈R Zq and constructs a degree-one
polynomial f (x) = K + ax (mod q), where K is the shared key selected by the initiator.
Then, the initiator selects a random value b ∈ Zq and computes f (b) and the values
f (k1), · · · , f (kn).

• Step 4: The initiator computes h(TS||K), where TS is the timestamp and h(.) is a
one-way function. The initiator then publishes the set of values {r, TS, h(TS||K), f (ki) :
i = 1, · · · ,n, (b, f (b))}.

4.2.2 Decryption phase:
• Step 1: Each user Ui, as an authorized group member, uses his/her private key xi and

computes ki = {(ys · r)xi (mod p)} (mod q), where ys is the public key of the initiator.

• Step 2: Knowing the private value ki and the points (ki, f (ki)) and (b, f (b)), each user
Ui interpolates the linear polynomial f (.) and computes the group secret value K′ by
taking the constant value of the polynomial, i.e., K′ = f (0).

• Step 3: Each user Ui checks the timestamp TS and verifies the validity of the relation
h(TS||K′) =? h(TS||K). If the relation holds, the group key K′ is authenticated and used
for group communications.

5 Security Analysis of the Proposed Protocols

In this section, we examine the security of our proposed protocols and prove that they
provide the necessary security properties. Our proposed improved protocols are similar to the
protocols presented in [22] and [23]; However, by intelligently using secret sharing schemes, in
our protocols the need for interpolating a degree n polynomial is eliminated and instead, the
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protocols work with interpolating a degree one polynomial and therefore, the efficiency is
enhanced. Accordingly, the improved protocols, like the protocols in [22] and [23], satisfy all
the security requirements. In the following, at first the security of the proposed group key
agreement protocol is regarded and then, we will discuss the security of the proposed key
distribution protocol.

5.1 Security Analysis of the Proposed Authenticated Group Key Agreement Protocol

Theorem 5.1. The improved authenticated group key agreement protocol provides key confidentiality.

Proof. In the third phase of the proposed protocol, each user Ui sets the value ki as the constant
of a degree one polynomial and publishes a point from the polynomial (bi, fi(bi)) along with
the values fi(si,1), · · · , fi(si,n). It is clear that this can be treated as an example of a Shamir’s
threshold secret sharing scheme with a threshold of 2 and n + 1 shares. Recovering the secret
ki requires access to 2 points of the degree one polynomial fi, one of which is public, and
only the group members can use their shared values with Ui to derive the second point on
the linear polynomial. Once they retrieve the constant, they can compute ki. Therefore, the
security of ki in this protocol reduces to the security of the shared secrets among users. Since
the protocol uses the Diffie-Hellman two-party key agreement protocol to establish the shared
secret between each pair of users, and the security of Diffie-Hellman protocol is based on
the hardness of the decisional Diffie-Hellman problem, the security of the proposed protocol
is also reduced to the decisional Diffie-Hellman problem. It is also worth mentioning that
the values published in the fourth phase are obtained by applying a one-way function h(.) to
the value of key. Hence, according to the one-wayness of this function, it does not affect the
confidentiality of the key.

Theorem 5.2. The proposed authenticated group key agreement protocol provides forward secrecy.

Proof. In the proposed protocol, the group key is a function of a sequence of one-time keys
selected by all the group members. Therefore, even if the long-term private keys of users
are compromised, the security of the previously computed group keys is not jeopardized.
For example, in a 2-member group, the group key is computed as follows, which requires
simultaneous access to both the short-term and long-term private values of one of the users:
K = (y1r1)

d2+x2 + (y2r2)
d1+x1 (mod p) = 2g(x1+d1)(x2+d2) (mod p)

In other words, simply obtaining a user’s long-term private key is not enough to compute the
group key. Therefore, the proposed protocol ensures forward secrecy.

Theorem 5.3. The proposed authenticated group key agreement protocol provides key independence.

Proof. Since each user Ui participates in the final key computation by selecting a random integer
di, if at least one user in the group selects the key randomly, the final key will also be random. For
example, consider a 3-member group where r1 = gx1 (mod p),r2 = gx2 (mod p),r3 = gx3 (mod p)
are the public values corresponding to each user. In this case, the group key will be
K = 2(gx1x2 + gx1x3 + gx2x3) (mod p), and if at least one of the values xi is chosen randomly,
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the group key K will also be random. This proves the randomness of the group key and the
independence of different keys generated by distinct sets of users.

Theorem 5.4. The proposed authenticated group key agreement protocol provides key authenticity.

Proof. The purpose of authentication is that at the end of the protocol, each user should be
convinced that all group members have achieved the same group key. In this protocol, users
only accept the group key once all key confirmations have been validated. Note that the key
confirmation for each user is obtained using their own version of the group key as one of
the inputs of a one-way function. Therefore, all users must share the same group key so that
all key confirmations could be verified successfully. Due to the lack of access to the group
key (proven by the key confidentiality property provided by the protocol), adversaries cannot
create a valid key confirmation.

Theorem 5.5. The proposed authenticated group key agreement protocol is secure against unknown
key share attacks.

Proof. The shared value si,j = (yjrj)
di+xi (mod p) between any two users Ui and Uj involves

the long-term private and public keys of both users. Therefore, only authorized members
can compute these values and subsequently compute the group key and also the valid key
confirmation. As a result, adversaries are unable to generate valid key confirmations and thus
cannot perform an unknown key share attack.

5.2 Security Analysis of the Proposed Key Distribution Protocol

Theorem 5.6. The proposed key distribution protocol provides key confidentiality.

Proof. In step 1 of the decryption phase of the proposed protocol, each member Ui uses the
long-term private key xi to compute the shared key ki = (ys.r)xi (mod p)(mod q). As a result,
only group members are able to use the computed shared values along with the published
public point (ki, f (ki)) on the linear polynomial to retrieve f (x) and its constant value, which
is K = f (0).

Theorem 5.7. The proposed key distribution protocol provides key authenticity.

Proof. The degree one polynomial f (x) used for key distribution is a function that group
members can compute using one of the shared values ki = (yi)

xs+s (mod p) (mod q) =
(ys.r)xi (mod p) (mod q) for i = 1, · · · ,n. Other values used for key computation are public
values (TS, h(TS||K), f (ki) : i = 1, · · · ,n)) which are published by the initiator. Given the
assumption that the function h(.) is one-way, it is impossible to find a value K′ such that
h(TS||K) = h(TS||K′). Therefore, if any group member verifies the above relationship for the
recovered key value K′, it can be ensured that K′ = K. This proves that the proposed protocol
provides key authenticity.
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6 Performance Analysis of the Proposed Protocols

In this section, we evaluate the performance of the proposed protocols and compare them
with similar existing protocols.

6.1 Performance Analysis of the Proposed Authenticated Group Key Agreement Protocol

In this section, we compare the proposed protocol with that of Harn and Lin [22] based on
communication rounds, computation costs and message length.

Communication Rounds: One of the important criteria for comparing key agreement
protocols is the number of communication rounds required, which refers to how many times
the users need to send messages to each other in order to complete the protocol. In the
proposed authenticated group key agreement protocol, the parties need 3 communication
rounds to agree on the key: 1) In the first phase of the protocol, the temporary public values
of the users are published. 2) At the end of the second phase, the set of values required for
other users to compute the portion of the key selected by each user is published. 3) In the
fourth phase, the values required for key authentication are published by the users. Given
this, and since all existing authenticated group key agreement protocols require at least 3
communication rounds, we can conclude that the improved protocol, like the one proposed by
Harn and Lin, is optimal in terms of the number of communication rounds.

Computation Costs: To analyze the computation costs, we calculate the computational
effort required by each user in the protocols and compare them. In this regard, we consider
the basic time-consuming operations performed by each user. Suppose that the number of
users in the group is n. In phase 1 of the proposed protocol, each user performs one modular
exponentiation. In phase 2, in order to compute the shared secret value with other users, each
user performs n − 1 modular exponentiations and n − 1 modular multiplications. Then to
compute the values of a degree-one polynomial at n points, each user performs n modular
multiplications. In phase 3 of the proposed protocol, each user must perform n − 1 modular
inversions, followed by 2n − 2 modular multiplications. In phase 4, each user only needs
to compute the value of a one-way function on a single input, which is a negligible cost.
Therefore, the total number of computations required to execute the proposed protocol is: n
modular exponentiations, 4n − 3 modular multiplications and n − 1 modular inversions.

Message Lengths: Another important communication parameter in a key agreement
protocol is the size of the messages sent by each user. In the proposed protocol, in the first,
second, and fourth phases, users send public messages. The message published by each user
at the end of phase 1 consists of one value modulo p; the public message published at the end
of phase 2 consists of n values modulo q; and the message published in phase 4 consists of one
value modulo q. Thus, the total length of the messages published by each user in the proposed
protocol is |p|+ (n + 1)|q|.

Table 1 compares the communication rounds, computation costs, and the length of messages
sent in the proposed key agreement protocol with those of Harn and Lin [22]. As clearly
shown, the proposed protocol is significantly more efficient in terms of computations and
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message length, while the communication rounds are the same in the both.

Table 1. Comparison of the Proposed Key Agreement Protocol with those of Harn and Lin.
Protocol Communication

Rounds
Computation Costs Length of Mes-

sages
Ours 3 n modular exponentiations, 4n −

3 modular multiplications, n − 1
modular inversions

|p|+ (n + 1)|q|

[22] 3 n modular exponentiations,
n2 log2

n+3n − 3 modular multi-
plications

n|p|+ |q|

6.2 Performance Analysis of the Proposed Group Key Distribution Protocol

In this section, we compare the proposed key distribution protocol with that of Harn and
Hsu [23] based on communication rounds, computation costs, and message length.

Communication Rounds: In the proposed protocol, key distribution requires only one
communication round, which occurs in the fourth step of the encryption phase, where the
values necessary to compute the key are published. Given this, the proposed protocol is
the most optimal in terms of the number of communication rounds, just like the group key
distribution protocol proposed by Harn and Hsu [23].

Computation Costs: To analyze the computation costs, we calculate the computational
effort required by each user in the protocols and compare them. In this regard, we consider the
basic time-consuming operations performed by each user. Suppose that the number of users
in the group is n. In the proposed protocol, participants perform 3 modular multiplications, 1
modular exponentiation, and 1 modular inversion. The initiator, on the other hand, performs
n + 1 modular exponentiations and n modular multiplications.

Message Lengths: In the proposed protocol, only the initiator publishes the required
values, which consist of n + 4 values modulo q and 1 value modulo p.

Table 2 compares the communication rounds, computation costs, and the length of messages
sent in the proposed group key distribution protocol with those of Harn and Hsu [23]. As
shown, due to reduced computations, the proposed protocol is significantly more efficient.

7 Conclusions

This paper has addressed the critical challenge of efficiency in secret sharing based group
key establishment protocols. We have presented improved protocols for both group key
agreement and group key distribution by fundamentally rethinking the application of secret
sharing. The core of our contribution lies in replacing the computationally expensive Shamir’s
(n,n) threshold scheme, used in the foundational works of Harn and Lin and Harn and
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Table 2. Comparison of the Proposed Group Key Distribution Protocol with those of Harn and Hsu.

Protocol Length of Messages Computation Costs Communication
Rounds

Participants Initiator Participants Initiator
ours − |p| + (n +

4)|q|
3 modular
multiplications,
1 modular ex-
ponentiation,
and 1 modular
inversion

n + 1 modular
exponentia-
tions, and n
modular multi-
plications

1

[23] − n|p| 1 modular expo-
nentiation and
n log2 n modular
multiplications

n + 1 mod-
ular expo-
nentiations,
n2 log2 n + n2

modular multi-
plications

1

Hsu, with a far more efficient Shamir’s (2,2) threshold scheme. This strategic substitution
successfully reduces the core polynomial operations from degree n to degree one, resulting in
a significant reduction in computational overhead without compromising security.

Through detailed security analysis, we have demonstrated that our proposed protocols
provably satisfy essential security properties, including key confidentiality, authenticity, and
forward secrecy, under the hardness of the decisional Diffie-Hellman problem. Furthermore,
performance comparisons have conclusively shown that our constructions outperform the
existing protocols in terms of computational cost and communication load, while maintaining
an optimal number of communication rounds. This makes our protocols particularly suitable
for dynamic groups and resource-constrained environments where efficiency is paramount.

Looking forward, an important research direction would be to investigate the plausibility of
applying our efficiency-enhancing method to post-quantum two-party key exchange protocols.
The goal would be to construct quantum-secure group key establishment protocols that
inherit the computational and communication efficiency demonstrated in this work. Exploring
this idea could yield robust and efficient solutions for secure group communication in the
post-quantum era.
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